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O naHHOM pyKOBOACTBE

Knbepataku Ha noaknoueHHoe K VIHTepHeTY nporpamMmHoe 1M annapatHoe obecrneyeHue sBAAIOTCS
pacTywen npobseMont. B nocneaHve roabl 3710yMblLLJIEHHUKM BCE Yalle BbIMCKUBAIOT C/labble 3BeHbSA B
nepumeTpe 6e30MacHOCTU ANS AOCTYNa K KPUTUYECKUM MPUSIOKEHUAM U KOHMDUAEHLMANIbHBIM
[AaHHbIM.

TexHONOrMn BUAEOHAbMI0AEHMA ABAIOTCA BAXXHOW 4acThlo cucTeM 6e30nacHOCTH NI0bbIX 06bEKTOB U
yacTo BCTpauBalTCA B pacnpeneneHHble KoprnopaTuBHble ceTu. [lo3ToOMy YyCTpoOWCTBaA
BM/AE0HabN0AeHNA BCe YaLlle CTAHOBATCA 06beKTaMM CKOOPAMHUPOBAHHbBIX KMbepaTak.

MpuHAB BO BHWMAHME 3Ty HOBYK TEeHAEHUWIO, KOMMNaHuMa MOBOTIX pa3paboTana KOMMAEKT
BCTPOEHHbIX UHCTPYMEHTOB U (DYHKLMIA, KOTOPbIN NO3BOJISET agMUHUCTpaTopamM NT-6e30nacHOCTM
HacTpanBaTh KaXA0e YCTPOMCTBO B KAYeCTBe YaCcTU MHOTOYPOBHEBOM CUCTEMbI KNbepbe3onacHoCTH.

OTU UHCTPYMEHTBI, UCMONb3yeMble COBMECTHO C APYrMMU 3NeMeHTamMu 6e30MacHOCTU, TaKUMU KakK
6paHAaMay3pbl U CEFrMeHTaL WA CeTU, MOTYT YMEHbLWNTb MOBEPXHOCTb aTaky, MPUXOAALLYIOCA HA A,0/110
YCTPOWCTB MOBOTIX, B pamKax MOAUTUKKM bHe3onacHoro goctyna Ans aAMUHUCTPATOPOB U
noJsib3oBaTesen.

B 3TOM pyKOBOACTBe MpeAcTaB/ieHbl MpakTUYeCKue pekoMeHZauuu Mo HACTpoMKe YCTPOWUCTB
MOBOTIX ana obecneyeHUs MAaKCUMaJibHOWM 3alUUTbl OT KMbepaTak, a TakKe pekoMeHpauuu no
3¢ ¢eKTUBHOM NpaKTUKe co3aaHua 6e3onacHon MHGPaACTPYKTYpPbl BUAeOHabnoaeHus.
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NMpuMeuyaHune. HacToAWMMA OOKYMEHT MNpeAHa3HayeH ANA O3HAKOMJIEHWS OTBETCTBEHHOrO
aAMUHUCTpATOpPa CO BCEMW BO3MOXHbIMW Mepamu 3auiuTbl cMCcTeMbl MOBOTIX. YuyuTbiBas
0COBEHHOCTM Pa3fINYHbIX 0bnaCTEN MPUMEHEHMS U BO U3beaHne HeomnpaBAaHHOrO U3MeHeHUs
KOHUIypaLun, MOXeT OKa3aTbCs HelenecoobpasHbiM BbIMOHATL BCe MPOLLEAYPbI, ONMMUCAHHbIE B
3TOM PYKOBOZCTBE.

O6buwas nHpopmauma. KomnaHmsa MOBOTIX He HeceT OTBETCTBEHHOCTU 3a TEXHUYECKME OLINOKU,
oneyaTKu U MPOMycKMu.

YeBenomneHue o6 aBTOpCKMX npaBax. Bce npaBa 3awmuieHbl. Hagmries MOBOTIX, NOroTumbl
MOBOTIX AG u MxAnalytics ABAAKTCA 3apPerucTPMpPOBAHHLIMM TOBAPHLIMW 3HaKaMu KOMMAHWUU
MOBOTIX AG B EBponeickom coto3e, CLUA 1 apyrnx ctpaHax. © MOBOTIX AG, 2018.
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HacTpounka kamepbil

1. CBoeBpeMeHHO 06HOBNANTe BCTpoeHHoe MO kamep
BctpoeHHoe MO MOBOTIX MOXHO 6ecnnaTHO 3arpy3uTh Ha Hawem canTe: www.mobotix.com >

Moanepxka>Download Center

He 3HaeTe, kak noctynuTb? ObpaTuTech K cCnedylollen KpaTKoW WMHCTPYKUUW: www.mobotix.com >
Nonpepxkka > Download Center > JlokymeHTaumns > bpowopbl U nHbopMaums > KpaTkas MHCTPYKLNUA >

Mx_CG FirmwareUpdate.pdf

2. BoccTtaHOoBUTe 3aBOACKME HaCTPOﬁ KN

Admin Menu > Configuration > Reset configuration to factory defaults

MOBOTIX ¢26 mx10-24-47-126 Live
] [0] 23 [ it B ommynioe

B ruiimage Be =]

—
mx10-24-47-126 ion Overview

infindex.htmi2cachedummy=806764

f\ MOBOTIX c26 mx10-24-47-126 Administration Overview

= General Network Client Setiings (for experts)
= OpenVPN Client Settings

MxMessageSystem = Network Distribution of Messages
= Message Profiles for Action Groups

Storage = Storage on External File Server / Flash Device
= Storage Failure Detection

Logos and Image Profiles

= Manage Image Files
* Logo Proflles
= Image Profiles

Transfer Profiles « ETP Profiles
= E-Mail Profiles

= IP Notify Profiles

Audio and VoIP Telephony = i

= Manage Audio Messages

= Sound Profiles for playing back audio files

= SIP Server Settings for configuring |mngla|5d SIP server
* SIP Clent Setings for olP tlephon

» Ouigoing Calls Settings

= RTP Pager

Camera Administration PED s& Date
~ ime Tablas for arming and services
= Time Tasks for i je transfer and other jobs
i for video streaming (RTP server configuration)

= Integration Protocols f
= Retail Confiquration

Configuratio » Store current configuration pefmanenny (to flash)
eset configuration to factory def
store last stored confic Ilrahnn fmm flash
Load configuration from mputer
Mcurrem oonﬁpuranon to Iocal computer
n (raw version)

= Show cur 'a:
“Eat conllguratlon @ (lor expert)
Manage other cam

= Update System Software

System Update

General Tasks = Reboot the camera

0 will leave the password in the browser cache and other users may manipulate your camera(s)!

Browsers retain password information until they are closed completely. To prevent unauthorized use of protected pages, make sure that you close all browser windows at the end of your session. Failing to do
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3. CMeHUNTe Naponb agMUHUCTPATOPA, yCTAHOBJIEHHbIN MO YMOJTYaHUIO
Admin Menu > Security > Users and Passwords

£\ € MOBOTIX M16 mx10-22-7-12 Users and Passwords

User Group Password Confirm Password Remark/Action
admin admins eee see ~IRemove
undefined

HacTtosTenbHO pekoMeHAyeTCcA CMeHUTb MMsA Mosb3oBaTensa (admin) U Mapofib, UCMOJIb3YEMbIN MO
yMOYAHUIO (meinsm).

3aKOHUYMB HACTPOWMKY Y4YeTHbIX AaHHbIX MOJib30BaTeNiel, Naposier U rpynn, cienyeT obs3aTesibHO
COXPaHUTb MapameTpbl B MOCTOAHHOW MaMATM Kamepbl. B nNpoTMBHOM criyyae U3MeHeHHas
KOH(pUrypaumns byaet AeWCTBOBATb TOMLKO [0 C/eAYILLeN MNepe3arpy3ku Kamepsl. Nonb3ynrtech
KHOMKOW Close B 3aK/IIOUMUTEIbHOM YaCTU AMANIOrOBOr0 OKHA: MOC/e HaxaTus Ha 3Ty KHOMKY cuctema
aBTOMATUYECKN NpeasiaraeT COXPaHUTb KOHMUTYpaL Mo B MOCTOAHHON NAaMATY KaMepbl.

XpaHuTe nHdopmaL1io 0 CBoeM napoJsie B HaaexxHoM mecTe. Ocoboe BHUMaHUE HY)XHO 06paTuUTb Ha TO,
yTOObl COXPaHNUTb NAPOsb XOTA Bbl OAHOI0 MOJIb30BATENSA M3 FPYMNMbl AAMUHUCTPATOPOB. be3 napons
[OCTYN K KaMepe C npaBamMn aAMUHUCTPATOPA CTAHOBUTCS HEBO3MOXHbIM, 2 060MTH Naposb HeNb3A.
TakXe HEeBO3MOXHO MOJYYMTb Maposb M3 AaHHbIX KOHMUIypaLuu, COXPAHEHHbIX B MOCTOSAHHOM
namaTu.

MpaBuna co3pgaHusa HaAeXHoro napons

- icnonb3yiTe He MeHee 8 CUMBOJIOB (M He Bbonee 99)

« Mo MeHblLIen Mepe OAUH CUMBOJI B BEPXHEM peructpe

« 1o MeHblLEen Mepe OANH CUMBOJ B HUXKHEM PerncTpe

o MeHblLeN Mepe oaHa undpa

«[lo MeHblUen Mepe OANH CNeLMaNbHbIA CUMBOM: ! “# 5% &' () *+,-./;<=>2@[\]~_"{|}~
«He ncnonb3yinTe obbIYHbIE C/TOBA U AT

Monutuka cbpoca napons: ecim Naposb agMUHUCTPATOPA YTePAH, Kamepy HeobXO0ANMO BEPHYTH B
KommnaHuto MOBOTIX ansa cbpoca napons.

4. Co3palnTe HeCKOJIbKO Fpynn nosib3oBaTesieil C pa3HbIMU NpaBaMu

Admin Menu > Security > Users and Passwords

Mo 60/bWOMY CYETY HEKOTOpPbIE NMpaBa 00JIbWIMHCTBY MOSb30BATENEN HE HYXKHbl. MOXXHO CO34aTb He
bosnee 25 rpynn nosib3oBaTesie C MOMOLLLI CTpaHULLbl Admin Menu > Group Access Control List.

5. Co3paiTe HECKOJIbKO MNOJIb30BaTE/NIbCKMX YUYETHbIX 3anucem W MNpUYUCINTE UX K

COOTBETCTBYHOLW UM rpynnam

Admin Menu > Security > Users and Passwords

Bcerpa enatenbHO Co34aBaThb YYeTHYK 3anucCb MOAb3OBaTena AAA KaXAOro nuua, KOTOPOMy
| paspelweH goctyn K kamepe. MoXHO co3paTth He—6eseeno 100 yyeTHbIX 3anucen nosib3oBaTenew.

JeicTBuUsA, BbINOSHAEMble YNOMHOMOYEHHbIMWU MOJIb30BAaTENAMMU, PErUCTPUPYIOTCA B dhaine XypHana

Beb-cepeepa: Npy BO3HMKHOBEHWUWN PA3HOI1ACUIM 3TO MOMOraeT ONpeae/nTb, «<KTO YTO CAenan».

MpaBuna co3gaHns HAAEeXHbIX NAPOEN CM. BblLLe.
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6.3anpetuTte 06K JOCTYN
Admin Menu > Security > Group Access Control Lists

fA € MOBOTIX M16 mx10-22-7-12 Group Access Control Lists

Browser Screen / View MxMC & VMS | Configuration

Access Rights  Guest Live Player Multiview PDA |cve™ |PTIP | Agmin 's";:gz ::::‘;

Public Access - B - - B B - - B Disaple all
Groups 2::::;“
admins v

es_admins B - B B B - B B B -
es_guests B B B - - B - B - -
es_users B - - - -~ - - - -~ -
www_guests - B B B B B - B - -
www_users ~ ~ ~ ~
Open Users and Passwords to manage users and to assign groups.

O6wWwnin AoCcTyn No3BoJISET 06pallaThCs K onpeaeseHHbIM pecypcam KaMmepbl 6e3 ayTeHTUdUKaLuum.
HacTosTenbHO pekomMeHAyeTCsa 3anpelwatb O6WMin [0CTyn, 4YTObbl MOCTOPOHHWE HEe MOrau
NpoCMaTpPUBaTh MNPAMYI0 TPAHCALMIO, BECTU 3aMUCh UKW YNPABAATb KAMEPON (HanpuMep, U3MEeHATb
KOHMUTypaLUio UK BLINMOMHATL Kakue-nMbo AencTeuns).

7. AKTUBNPYITE CMUCOK KOHTPOA A0CTyna no IP
Admin Menu > Security > IP-Level Access Control
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ﬁ 4 MOBOTIX ¢26 mx10-24-47-126 IP-Level Access Control

Access Control Configuration

WARNING: A faulty access configuration may render the camera inaccessible!

Access Control Enabled B Enable or disable Access Control.
Access Rules for Allow
Mode IP Address/Subnet/Domain Examples
Allow 192.168.1.163 192.168.1.163, 192.168.1.0/255.255.255.0, ftp.mobotix.com
Allow 192.168.1.163, 192.168.1.0/255.255.255.0, ftp.mobotix.com
Access Rules for Deny
Mode IP Address/Subnet/Domain Examples
Deny 192.168.1.163 192.168.1.163, 192.168.1.0/255.255.255.0, ftp.mobotix.com
Deny 192.168.1.163, 192.168.1.0/255.255.255.0, ftp.mobotix.com

If no match is found:

Allow B Access from all IP addresses/subnets/domains not listed above.

Set Factory Restore Close

Jnanorosoe okHO Access Control No3BONAeT yCTaHABAMBATL IP-agpeca, NOACETU U LOMEHHbIEe UMeHA, C
KOTOPbIX pa3pelleH (Uaun 3anpeLLeH) 4oCTyn K KaMmepe. B 3Tol ¢hyHKLMM KOHTPOAA A0CTyNa K Kamepe
MCMNOMb3YeTCs YPOBEHb NMPOTOKONA IP. dyHKLMA He 3aBUCUT OT ayTeHTUdUKALMN NOSb30oBaTENS MO
naposito (Ha ypoBHe nMpoTokosa HTTP) n npeBanupyeT Hajg ayTeHTuUduKkaumen no naponto. Ecnm ¢
KaKoro-nmbo KommnbloTepa HeT AO0CTyrna K KaMepe Ha ypoBHe IP, TO C MOMOLLbIO 3TOr0 KOMMblOTEPA
HEBO3MOXHO CBA3aTbCA C Kamepon. EcM Ha KomnbloTepe ecTb AOCTYMN K Kamepe Ha ypoBHe IP, To
ayTeHTUdUKALMA MO NAPOSIO ABNAETCA CNeAYOWMM 3TarnoM (3TO OTPaXeHO B AMANOrOBOM OKHe Users
and Passwords).

8. AKTuBMpyNTe ObOHapyXeHMe HeCaHKLMOHUPOBAHHOIO AoOCTyna (C yBeAOMJIeHUWEeM WU
610KMpPOBKOW NoAo3puTesNibHOrO IP-aapeca)
Admin Menu > Network Setup > Web Server (for experts) > Intrusion Detection Settings

Intrusion Detection Settings
Enable&g%;u;;gz Send notification on repeated unsuccessful login attempts.
Notification threshold 7 Number of unsuccessful login attemps that will trigger a notification. Minimum value is 5.

Idle timeout in minutes. Leave empty to use the default (60 minutes). Subsequent
accesses of a client within this timeout are logged as one access with the date of the
first and the last access and a counter is incremented. (See "More" view of Web Server

Logfile)

Deadtime between notifications. Leave empty to use the default (60 minutes). Set to
zero to trigger a notification at every login attempt once the threshold has been reached.

Timeout 60 Minutes

Deadtime 60 Minutes

Block IP address of offending HTTP client using IP-Level Access Control when
Block IP Address threshold has been reached. Blocking is temporary until next reboot. This function takes
only effect if IP-Level Access Control is enabled.

s e ; E-Mail Profile:
E-Mail Notification | AlarmMail B Send image by e-mail. (E-Mail Profiles)
. IP Notify Profile:
IP Notify _off Notification by network message using the TCP/IP protocol. (IP Notify Profiles)

OTa hyHKUUA obecrneynBaeT aBTOMATMYECKYIO 3aWMTY OT aTakK. Ecan 3M0yMbllWNeHHUK NoOMbiTaeTcs
NoayYnTb AOCTYM K Kamepe C MOMOLLbIO «rpybol Cubl», Nogbupas MMeHa MoJsib3oBaTeNiel U Naposu,
Kamepa OTNpaBWUT OMOBELLEHME U aBTOMATMYECKM 3abNOKUpYyeT MoAO03pUTENbHbLIN IP-aapec nocne
onpeaesNieHHOro KOJIMYeCTBa HeyAauHbIX NMOMbITOK.

9. Y6eautech, utTo Beb-ckaHMpoBaHue 3anpeLLeHo
Admin Menu > Page Administration > Language and Start Page > Page Options
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Page Options

Language en Select the language for the dialogs and the user interface.

Image Pull-Down Menus = Show B Show or Hide the pull-down menus for image settings on the Live page.

Refresh Rate for Guest Maximum  Default

Access  21ps 1tps Maximum and default image refresh rate on the Guest page.

Refresh Rate for User Maximum  Default

Access 30 fps B 16 1ps B Maximum and default image refresh rate on the Live page.

Default operating mode of Live page. If you select ActiveX, the control will also be used

Operating Mode  Server Push to play event images on the Player page.

Allows to select the frame rate for low-bandwidth connections per client/browser

Preview Button | Hide B separately from the full-size frame rate settings. Requires cookies to be enabled in your
browser.
Web Crawler Restrictions = Crawling forbidden Allows web crawlers and search engines to scan the contents of the camera’s webserver.

Mcrnonb3ys 3TOT napamMeTp, MOXHO 3anpeTuTb MOUCKOBLIM CUCTEMAM, APYrMM aBTOMaTUYECKUM
poboTam n Beb-CckaHepaMm CKaHMpPOBaTb CoAepXuMoe Beb-cepBepa Kamepbl. Bpaa nu Bbl 3axoTuTe,
yTObLI MOUCKOBAA CUMCTEMA MHAEKCMPOBAsA BCE M300pakeHUs U CTPaHULLbI, HalQeHHbIe B Kamepe.
PaspewanTe CKaHUMpOBaHWE TONILKO B TOM CJlydYae, eClM OCO3HAeTe AOMOJIHUTESIbHbIE PUCKM
6e30nacHOCTM U YUUTbIBAETE POCT CETEBOro Tpaduka, 0bycnoBneHHbIN paboTo CKaHepoB.

10. AKTUBUPYWTE AaKeCT-NMPOBEPKY NOANTMHHOCTU
Admin Menu > Network Setup > Web Server (for experts) > Web Server

ﬁ 4 MOBOTIX M16 mx10-22-7-12 Web Server 00
Web Server
Experts only! You can define up to two ports for the web server of the camera.
Warning: Your camera may become unreachable if you enter wrong settings here.
Port or ports fosre\:vv%r: X Leave these fields empty if you are not sure.
Close this window and store the configuration in permanent memory, then reboot the
camera 1o apply your changes.
Enable HTTP Enable unencrypted HTTP on this camera.
Authengﬂk;ﬂgg Digest Select authentication method for this camera.
Auto
HTTPS Settings | “n |
Enable HTTPS Enable SSUTLS-encrypted HTTPS on this camera.

Janpxect-npoBepka MOAJMHHOCTU SBAAETCS OAHUM U3 OOLLENPUHATBIX METOAO0B, KOTOpbie Beb-
cepsep (kamepa MOBOTIX) MOXeT UCMOMb30BaTh A1 COMTAaCOBAHUA YYETHbIX AAHHbIX, TAKUX KaK UMS
nonb30BaTens WIW Napofb, C KIMeHTOM (Beb-6pay3epoMm). Mpu ganaxecT-npoBepke MNOAJMHHOCTM
napoJsib HUKOrA4a He OTNPABAETCA B OTKPLITOM BUAE, 2 UMS NMOJIb30BATESIS MOXET ObITh X3LLNPOBAHO.

11. 3apanTe Koy wndpoBaHnUa Ang 3anucem
Admin Menu > Storage > Storage on External File Server / Flash Device
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£\ @ MOBOTIX c26 mx10-24-47-126 Storage on External File Server / Flash Device 00
Format Storage Medium
Format Medium  USB Stick / Flash SSD B Format... Select the medium to be formated and click the button to start formatting.

Note: The active Storage Target must be deactivated and the Camera restarted to format it.
Storage Target
Primary Target = SD Flash Card Recording Destination.

MxFFS Archive Target = NFS File Server Archive to backup the primary target. The file server parameters are defined below as usual. See the
MxFFS Archive Options section below.

Click here to see the archive statistics.
File Server Options

File Server IP  10.0.0.254 IP address of server.
Note: The server needs to be reachable via the network.

Directory/Share on the server to be mounted by the camera.

Hint: When using CIFS, you can enter the share directly (e.g. Sdata or data). When using NFS, you
need to enter the path to the share (e.g. /path/to/data).

Note: The server has to grant mounting rights to the camera.

Directory/Share /Users/gerwin.mueller/Desk

User ID and Group ID 65534 0 Optional User ID and Group ID for NFS server, default: 65534 and 0
File Server Test Start Test Test the file server connection with the settings shown.
Storage Options
MxFFS Encryption Key ssesees 8 Recordings on MxFFS volumes will be encrypted using this keyword. An MxFFS Storage can be

connected over an unencrypted network connection, as all data is already encrypted within the
camera. Keyword changes are supported without loosing access to old recordings.

The encryption keyword is usually only specified when formatting the flash medium. A factory reset
might restore the factory keyword and can therefore prohibit access to recordings encrypted with a
different keyword.

Set Factory Restore Close Less
Kntoy LIJVl(prBaHI/Iﬂ MOXHO 3a4aTb Anda LIJI/Id)pOBaHI/IFI 3a|'|V|CE|2, XpaHAWNXCA BO BHYTPEHHEM

XpaHuauie (Kapta microSD nnm USB-HaKoNUTENb), a TaKXe A8 3anucein, apXUBUpPyeMbiX Ha BHELIHEM
dhannosom cepeepe (SMB unu NFS).

12. UI3MeHMTE Naposib MO YMOJYAHUIO ANA CUCTEMbI MxMessage (eC/iM OHa aKTUBMPOBaHa)
Admin Menu > MxMessageSystem > Network Distribution of Messages

£\ & MOBOTIX M16 mx10-22-7-12 Network Distribution of Messages 00
General Configuration of MxMessageSystem Networking

Networking Enabled B Enables or disables distribution of messages over the network.

Password 8 Password (preshared secret key) used to encrypt MxMessageSystem network traffic.

Broadcast Port 19800 UDP broadcast port used for MxMessageSystem network communication.

Note: Ensure that all network devices are synchronized using a network time server (NTP).

Set Factory Restore Close More

Cuctema MxMessageSystem obecrneunBaeT nepepadyy CooOWEHUIA Mexay Kamepamu B cetu. Ans
WwndpoBaHNa nepeaaBaemMbiX COO6ULEHUN cnefyeT YCTaHOBUTb MapoSib (CUMMETPUUYHBIA K/KOU) He
MeHee YeM 13 6 CUMBOJIOB.

13. AKTUBUpPYITe yBegomneHunsa ob owmbkax

Admin Menu > System Information > Error Notification

AvanoroBoe okHO Error Notification no3gonfer BblOpaTb HECKONbKO BapUMaHTOB MOJIyYeHUs
yBe€40MIEHW (MO 3/1. NoYTe, C MOMOLLbIO IP-yBe A 0MAEHW, 3BOHKOB VoIP 1 T. 1.) B C/lydae nepesarpysku
AN ObHapyXeHus OWMBOK B Pas3IMYHbIX CcUCTeMax Kamepsbl. MocpeacTBOM 3TOro WHCTPyMeHTa
CUCTEeMHbIE AAMUHUCTPATOPbI CNeAAT 32 UCMPABHOCTbIO PYHKLLMOHUPOBAHMS Kamep MOBOTIX.

14. AKTUBNpPYWTe 0BHapyKeHne cboeB XxpaHunuwa
Admin Menu > Storage > Storage Failure Detection
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£\ € MOBOTIX M16 mx10-22-7-12 Storage Failure Detection

General Settings
Check Enabled Enable or disable storage failure detection.
Tests Ping test (file server ~ Select the tests you would like to perform. Ping test is only useful for remote file servers and will periodically check whether
only) or not the server responds to network packets. Check transfer will ensure that it is possible to write data to the recording
Y target. Checking for Lost events will detect events that could not be properly copied to the recording target.
Check transfer Hint: you can view the log file.
Lost events

Ncnonb3ynTe pamanoroBoe Storage Failure Detection, 4TObGbl HACTPOWUTbL MPOBEPKM ANS MOCTOSHHOIO
KOHTPONA BHEWHero xpaHunuwa (hansoBoro cepsepa uiu dnew-HakonuTens), KoTopoe Kamepa
MCMNOMb3YeT B KaUeCTBE BHELIHEro LiMKanyeckoro bydepa. Kamepa byaeT akTUBHO OTC/IE@KMBATb 0ObEKT
XpaHeHus n coobwaTh 0 nNpobnemax C BUAEO3AMNUCLIO, UCMOMb3Ys MeTOAbl YBEeAOM/IEHUS, KOTOpPbIe
yKa3aHbl B 3TOM AMa/IOFOBOM OKHe.

15. UI3MeHUTe CTaHJapTHble NOPTbl Beb-cepBepa (411 yaaneHHOro A0CTyna)
Admin Menu > Network Setup > Web Server (for experts)

ﬁ 4 MOBOTIX M16 mx10-22-7-12 Web Server 00
Web Server
Experts only! You can define up to two ports for the web server of the camera.
Warning: Your camera may become unreachable if you enter wrong settings here. Leave
Port or ports '%re‘:'vveebr X these fields empty if you are not sure.
Close this window and store the configuration in permanent memory, then reboot the
camera to apply your changes.
Enable HTTP [ Enable unencrypted HTTP on this camera.
Authentication . - )
Method  Digest B Select authentication method for this camera.
HTTPS Settings
Enable HTTPS Enable SSL/TLS-encrypted HTTPS on this camera.
Experts only! Warning: Your camera may become unreachable if you enter wrong
SSUTLS port for settings here. Leave this field empty if you are not sure.
HTTPS server Close this window and store the configuration in permanent memory, then reboot the
camera to apply your changes.
Download X.509 Download the X.509 certificate currently used by the camera (can include an optional
Download
certificate certificate chain).
Download the user-defined X.509 certificate request currently stored in the camera. This
cgr‘t)i‘tlzlgakt):(rjexhsgs% Download X.509 certificate request matches the data below.
q There is currently no user-defined X.509 certificate request available.
MxWeb Settings
Enable the MxWeb user interface on this camera. Note: This option will automatically be
Enable MxWeb (re-)activated as long as ONVIF is enabled.
Experts only! Warning: Your camera may become unreachable if you enter wrong
settings here. Leave this field empty if you are not sure.
Port for the MxWeb The default port for HTTP and WebSocket connections is 8080. If you used this port for the
HTTP/WS server standard web server, you need to manually select a different port here.
Close this window and store the configuration in permanent memory, then reboot the
camera to apply your changes.

CTtaHpapTHble NopThl (80 TCP ana HTTP un 443 TCP ana HTTPS) ocobo nopBepskeHbl aTakam. 3aMmeHa
CTAHAAPTHbLIX MOPTOB Ha MNOJIb30BaTeIbCKME AOMNOSHUTESIbHO MOBLICUT 6€30MaCHOCTb KaMepbl.

16. CreHepupyiTe 1 3arpy3uTe nosib3oBatesibCkue ceptudukarbl X.509
Admin Menu > Network Setup > Web Server (for experts)
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Replace the X.509 certificate and private key currently used by the camera

Delete the X.509 Delete the user-supplied X.509 certificate and X.509 private key in the camera. The
certificate camera will use its factory-supplied X.509 certificate again.
Upload the X.509 Upload the user-supplied X.509 certificate and private key. The currently used X.509
certificate and private certificate and private key will be overwritten. Download them first if you would like to
key preserve them.

Upload X.509 Upload the user-supplied X.509 certificate that matches the X.509 certificate request
P ceriificate C currently stored in the camera. The currently used X.509 certificate will be overwritten.
Download it first if you would like to preserve it.

This will regenerate and overwrite any X.509 certificate, X.509 private key and X.509
Generate @ certificate request currently stored in the camera. Download them first if you would like to
preserve them. Note: Generation will need several seconds to complete.

Upload the user-supplied X.509 certificate. Enter the X.509 certificate file in PEM format. If
Durchsuchen..  Keine Datei ausgewahit. X.509 certificate and X.509 private key are contained in the same file, enter the file
containing X.509 certificate and X.509 private key.

Upload X.509
certificate from file:

Durchsuchen..  Keine Datei ausgewahit. Upload the user-supplied X.509 private key. Enter X.509 private key file in PEM format. If
Upload X.509 private X.509 certificate and X.509 private key are contained in the same file, enter the file
P ke fropr:1 file: Passphrase: containing X.509 certificate and X.509 private key. Enter the passphrase if the X.509
Y : & private key is encrypted with a passphrase.

| 3arpyska nonb3oBaTenbckoro ceptudukarta, noanmcaHHoro gosepeHHbiM CA/LLC (Certificate Authority /
LeHTpoM cepTudukauum), obecneynt KOHOUAEHUNANBHOCTL U MOAJIMHHOCTb BCEX COEAUHEHUN,
YCTAHOBJIEHHbIX Yepe3 HTTPS (SSL/TLS).

17. HacTpoiTte KnmeHT OpenVPN AN yaaneHHbIX NOAK/TIOUEHU
Admin Menu > Network Setup > OpenVPN Client Settings

£\ @ MOBOTIX M16 mx10-22-7-12 OpenVPN Configuration 00
General OpenVPN Setup
OpenVPN Enabled Enable or disable the VPN features of this camera.

YTob6bl ONTMMU3MPOBATH 6e30MacHOCTb Npu paboTe C yaaNeHHbIMU MOAKIIOYEHUAMU, MOXHO
MCMoJb30BaTh BCTPOEHHbIN KAMeHT OpenVPN Ans co3gaHus TyHHensa VPN (BUpTyasibHOW YacTHOWM CeTw)
MeXAy KaMepow U yAasieHHbIM XOCTOM.

YTtobbl co3path coeauHeHue OpenVPN, TpebyeTcs COOTBETCTBYWOLULUMIA cepBep, obecneynBarolLnii
b6e3onacHbIM A0CTYNn K Kamepe. [1/11 3TOro MOXHO 3anycTUTb COBCTBeHHbIM cepBep OpenVPN unu
MCMoJib30BaTh 3TY YCYry, NpeaoCTaB/iseMyto MOCTaBLWMKOM OpenVPN.

YT0b6bl NOApobHEE y3HATL O TEXHONOMMKU OpenVPN, noceTuTe calT coobuiecTsa OpenVPN.

18. U3beraiTte oTKpbiBaTb Kamepy ansa MHTepHeTa 6e3 KpaliHein Heob6XoAUMOCTU

UTobbl COKpaTUTh PUCK aTak, NpeaoCTaBnAlTe yaaneHHbIi AOCTYN K Kamepe OCO3HaHHO. Ecnu
yOaneHHbIN 40CTYN Heobxoaum, B obsa3aTeNlbHOM NopsaaKe cobnoganTe U3N0XeHHbIe Bbille MPaBuna,
OorpaHn4YnBas BO3MOXHOCTb MOAK/IOYEHUS KPYrOM YNOJIHOMOYEHHbIX NMOJb30BaTeNEN.

19. Ucnonb3ynTte TexHonoruwo VLAN ANA oTAeNeHUAs CeTu CUCTeEMbl BUAEOHAbnwaeHus (Ha
KOpnopaTUBHOM ypoBHe 6e30nacHOCTH)

B kopnopaTuBHON cpefie peKoMeHAYyeTCsa oTAeNATb ceTb CCTV (IP-kaMepsbl, paboune ctaHumm NVR 1 VMS)
OT OCTaJIbHbIX Y3/10B, UTOObI NPeAO0TBPATUTb HECAHKLLMOHMPOBAHHbLIA A0CTYN U n3bexaTb Nneperpysku
ceTu.

20. AKTUBUpPYITe cTaHAapT IEEE 802.1X (HA KOpNOpaTUBHOM YpOBHe 6e30nacHOCTH)

Admin Menu > Network Setup > Ethernet Interface (for experts) > IEEE 802.1X

DTOT MeXAYHAaPOAHbIN CTaHAAPT UCMONb3YeTCA A4 YNPaBAeHUs CeTEBbIM A0CTYNOM B peXxumMe NopToB
(NAC). CMbiCcn npoueaypbl 3ak/oyaeTcs B TOM, YTO AN MOAK/IOYEHUS K CeTu Niobble ceTeBble
YyCTpPONCTBA (B TOM yYmcne kamepbl MOBOTIX) npoxoaaT ayTeHTUdUKaLMI0O HA KOMMYyTaTope. JocTyn
CeTeBbIX YCTPONCTB 6e3 A0/KHOM ayTeEHTUDMKALNM OTKSIOHSAETCS.
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CnpocuTe y ceTeBOro agMMHUCTPATOpa, NoanepxuBaeTcs nu (M Tpebyetcsa nu) ctaHaapT IEEE 802.1X.
YbenunTtecb, UTO KOMMYTATOp, K KOTOPOMY MOAK/OYEHA Kamepa (ayTeHTUdMKaTop), HACTPOeH
COOTBeTCTBYlOWMM obpa3om. B obwem cnyyae ans paboTel KOMMyTaTopa (ayTeHTUdMKaTopa)
HeobxoanM TakKxe cepBep ayTeHTUhUKALMN, TAKON Kak cepBep RADIUS. Mpoueaypa ayteHTUdGMKaLnm
KOHTpONMpyeTCs cepBepoM ayTeHTudukaumn. Cneaute 3a Tem, 4Tobbl Kamepa U cepsep
ayTeHTUdUKALMN BCErAa MCNONb30BASIN OAHY U TY Xe NpoLueaypy.

21. PerynapHo npoBepsanTe ¢dann xypHana seb-cepeepa

Admin Menu > Security > Web Server Logfile
£\ € MOBOTIX M16 mx10-22-7-12 Web Server Logfile

Host Name P Status User Date & Time |1

10.0.30.29 10.0.30.29 Successful admin today 11:21:11

- 11:18:48

admin 09:52:32

- 2018-02-05 16:24:03

admin 16:08:20

- 15:56:43
10.1.1.102 10.1.1.102 Successful - 2018-02-02 11:59:00
10.0.30.29 10.0.30.29 Successful admin 2018-02-01 16:34:28

- 16:34:03
10.1.1.102 10.1.1.102 Successful - 16:11:40
10.0.30.29 10.0.30.29 Successful - 16:11:31
10.1.1.102 10.1.1.102 Successful - 08:33:53
10.0.30.29 10.0.30.29 Successful - 2018-01-31 16:15:05
10.1.1.102 10.1.1.102 Successful - 16:12:28
10.0.30.29 10.0.30.29 Successful - 13:09:57
10.1.1.102 10.1.1.102 Successful - 11:45:18
10.0.30.29 10.0.30.29 Successful - 11:42:48
10.1.1.102 10.1.1.102 Successful - 2018-01-29 16:39:58
10.0.30.29 10.0.30.29 Successful - 14:23:14
10.1.1.102 10.1.1.102 Successful - 12:31:25
10.0.30.29 10.0.30.29 Successful - 2018-01-25 11:48:40
10.1.1.102 10.1.1.102 Successful - 11:33:52
10.0.30.29 10.0.30.29 Successful admin 11:33:05
10.1.1.102 10.1.1.102 Successful - 11:31:51
10.0.30.29 10.0.30.29 Successful - 11:08:18
10.1.1.102 10.1.1.102 Successful - 2018-01-24 16:21:59
10.0.30.29 10.0.30.29 Successful - 13:42:32
10.1.1.102 10.1.1.102 Successful - 10:38:06
10.0.30.29 10.0.30.29 Successful - 2018-01-22 14:52:02
10.1.1.102 10.1.1.102 Successful - 14:11:19
10.0.30.29 10.0.30.29 Successful admin 13:46:46

- 13:45:02

B danne xypHana Beb-cepBepa perncTpuMpyloTcs BCe MOMbITKM A0CTyna M MHbopmauus o paTe
(BpeMeHM) C COOTBETCTBYHLLMMU COOBLLEHUAMU O COCTOSHUM Beb-cepBepa, a TaKXe MMeHM XocTa
NOAK/IOUYMBILIErOoCs KoMMbiloTepa. [MOMbITKM HECAHKLMOHWPOBAHHOIO A0CTyna AOJIKHbI CTaTb
CUIHANIOM TPEeBOrvM pAJs CUCTEMHOro aAMWHUCTpaTopa M NobyauTb €ro K AOMNOJIHUTEbHOMY
YKPErnIeHuIo CeTu.

22. XpaHuTe pe3epBHbie haiibl KOHDUrypauum B 6e3onacHoM mecrte
Admin Menu > Configuration > Save current configuration to local computer
fA MOBOTIX M16 mx10-22-7-12 Administration Overview

Configuration = Store current configuration permanently (to flash)
= Reset configuration to factory defaults

= Restore last stored configuration from flash
= Load configuration from local computer

ave current configuration to local computer
= Show current configuration (raw version)
= Edit configuration file (for experts)
= Manage other cameras

System Update = Update System Software
YueTHble gaHHble Kamepbl (Maponu noJsib3oBartesieit) B danne KoHpUrypaLmum Kamepbl X3WUPYIOTCA,
olHaKo nobas pesepsHas Konus danina KoOHbDUrypaunum AoKHa XPaHUTLCA B HAAEXHOM MecTe. Kpome
TOro, pekoMeHayeTcs WndpoeaTe Gain ¢ NOMOLLbIO Naposs Ans AO0NOJHUTENIbHOFO MOBbILEHUS
b6e3onacHocTL.
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Mo3apasnsem! KnbepbesonacHocTh Ballein kKaMepbl MOBOTIX obecneveHa!
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HacTtpouka cucteMmbl ynpaBsneHuns snaeo (VMS)

1. Co3panTe yuyeTHble 3aNnUCK NoJib30BaTesiel HA UCNONIb3yeMOM KOMMblOTepe.
2. Co3panTe yyeTHble 3anucuy nosb3oBarenei B MxMC.
3. OrpaHunybTe NpaBa Noab3oBaTenen cucrembl VMS.

4. N3b6eramte ncnonb3oBaTtb YYETHYIO 3alMNCb aAMUHUCTPATOpPa AJid A0CTYyNna K

KamMepam yepe3 MxMC.

5. AKTUBMPYTE PYHKLUIO «<aBTOMATUUYECKOrO BbiX04a U3 CUCTEMbI».

Mo3apasnsem! KnubepbesonacHOCTb Ballen CUCTEMbI yrpaBieHus Buaeo obecnedyeHal
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HacTpouka ceTeBOro yctpoucrtesa xpaHeHus (NAS)

1. Pa3MecTuTe yCTpPOMCTBO, UCMOJib3yeMoe AJiA XpPaHeHUA Buaeo3anucen, B

6e30nMacHOM MecTe.
2. YCTAaHOBMUTE HAZAEXHbI Napob A YYeTHOM 3anucu agMuHucTparopa.

3. Co3panTte CTaHAAPTHYIO YYETHYI0 3anUCb NOJib30BaTeNnsd (C orpaHUYeHHbIMU

npaBamu) Ans yctpomcTs MOBOTIX.
4. WncdpynTte TOMa XpaHunuu,.

5. Ucnonb3ynTte ypoBeHb RAID, obecneunBaowmnm AybnmpoBaHme AaHHbIX.

Mo3apasnsem! KnbepbesonacHOCTb Ballero CETeBOro yCTPONCTBA XPaHeHUs obecneveHal!
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